一種可攻擊學者Chang等人之驗證機制的使用者偽裝攻擊
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中文摘要：

使用者身份驗證一直是網路安全中一個十分重要而且基本的研究領域，因為透過這樣的驗證機制，可以讓系統與使用者去驗證對方的身分是否合法。西元2005年，學者Lin和學者Hwang所提出的驗證機制被學者Chang與學者Chang[4]發現到有驗證表被竊攻擊的安全性問題，為了改善這個安全性問題，學者Chang和學者Chamg提出了兩個改善的無驗證表驗證機制，不幸的是，本研究發現到這兩個無驗證表驗證機制中，有一個無驗證表驗證機制有著使用者假冒攻擊(Impersonation Attack)的安全性問題，所以這個無驗證表驗證機制並不是十分的安全。
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Abstract

User authentication scheme is the basic and important security issues for the network security. According to this authentication mechanism, the server and the user can authenticate whether the identity of the user or the server is legal or not. In 2005, Chang and Chang point that Lin and Hwang’s authentication scheme is vulnerable to a stolen-verifier attack. In order to improve this security problem, Chang and Chang proposed two authentication schemes without verification table. However, we found that one of these two authentication schemes is vulnerable to impersonation attack, so this authentication scheme is not safety.  

